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L= V=T - | 5
TECNNICAL ettt ettt e b e sh e she e st e s bt s bt e bt e b e e e be e s ae e et e et e et e e nreen 5
SDK\API\DGtabase CRANZES ......ccecveeeirieieieeceetee ettt etee et et e eetee e e e e eteeeeateeeteeeesseeentesensaeesreeenses 7

SDIK ettt et h e st e et e bRt e b e e sh et she e sane st e e b e e bt e neenneesnees 7

L 7

Order MOAEI APL......oeeieeeeeeee ettt st s e e e b e s e smeennees 8
D) =] o [PPSO URUPPTOURRURIN 8

] =T BN T=T ot A Lo ] o H PSPPSR PP OP PP PR PR PRPRPRPRPRPRPRPRPRt 9

LI 1T B - T VA e Yo | £ UERR 9

Lo o o 4 U 10
LCT=T o1 - | TP U RO PUTUOTRTOPRRRI 10
(0o =T PRSP PPTO PP PRRRUSPPRIN 10
(0] o [T @(o] 4| - [ £SO PR VPRTOURRURR 10

L CoT 01T o AV 2RO P PP P PP PPPPPPPPPPRPRPRRt 10
Seller Proceeds & 1099-S ...ttt ettt st s e st e sne e e ne e e sare e e eneeesareeea 10
ENAOISEMENTS ...ttt ettt st st e e bt e s bt e s me e st e emeeereenbeenneens 10
NOTES ettt e saaa e s 11
EXCEPLioNS & REQUITEMENTS ..eiiiiiiiiiiieeee et e e e e e e e e e e e e e e st e e e e e e e e seennnteaeeeaanns 11

£ et st b bt h et s h et s Rt e bt e Rt e e R e e e Re e sae e e bt e bt e b e e nbeenhnesaneereeane 11
SUD=ESCIOW ...ttt et et st b et e s bt e s bt e e s ar e e sabeeesmeeesanee e neeesaneeenneeesareeaas 11
SUB-ESCrow FUNCLIONATILY cooeviieeiiiee et et e e e anaee s 11

(@ 7o 1= o Y7 o TR UERR 13
SUD-ESCIOW SCIEEIN ..cuveiiiiriiieieeieeette ettt st sttt et e st e s e st e s bt e b e nneesneesaee e s 13
Receipts/Total CoONSIAEIAtION ......cccueieciieeciee ettt ettt ettt et et e et e et e eetreeebeeeanas 14

Yo ] i £ PP PPTPRRPN 15

SENd tO SUD-ESCIOW CRargES ...ccccuviiieeiiiiee ettt ettt e ettt e et e e e et e e e e abe e e e e abeeeeennraee e enreeas 17

Using the Sub-Escrow Line and Contact fields ........cceevivciiiiiiciieiiciee e 18

RIS O i 18

Using the Send to SUb-ESCrow field.........cceooviiiniiiniiiiiieetceeeec et 19
DOCUMEBNTES ettt ettt e et e e s s e e s s e e e s s me e e e e snere e e s neneeeaanees 20

WVOTK LISTS oottt ettt ettt b e s b e saee st e s b s b e e neesmeesaees 20

Granting Permission t0 SUD-ESCIOW .......ccuiiiiiiiiiiiiiiee ettt e e eecivere e e e e e e e e snraee e e e e e e e eanns 21



User Permission tO SUD-ESCIOW ......coovveieiieieeeeeeeeeeeeeeeeeeeeeeee e 22

= = 1) = PPt 23
CONSTIUCTION DFaWs .....cuviiiiiiiiiiiiiiiiii e saaa e 23

D Lo Yol 0] 4 T=T o | £SO PRSP 24
ATEACHMENTS ..ttt ettt ettt et b e she e saeesane s ne e 24

(@ 1o 1Y gl o 111 o o USSR 24

OF I SEAMCI ..ttt s b e s bt st st s b e e bt e b e e s b e e satesme e et e e b e ereenree 24

Y= 0] o 24
WWOTKIIST ..ttt sttt et et b e s bt st st e bt e bt e e b e e s seesmeesmne et e enneeneesneens 24

YL 1= 1] SRR 25

Lo Ty U 25
o 10 L= N 25
10 d 13 1T TS 25
K] o Ve 1 41 26
LCT=T o= o | BT P PSP PPTOPPRPRRRPSRPRRVON 26

o o 11 L=l e o] o T=T o LU EE PSR 26
POIMISSIONS ittt 26

1o 1 1 1A To] o FO PSP SRR PPRPRON 26

SQL Server: Encrypting Data-In-Transit (V4.3.46) ....cccccveieeiiieeeeiiiee e escreeeescvve e 26

Encryption and CertifiCates ......ueiieciiiei ettt e e e e et e e 28

Certificate Configuration REQUIrEMENTS .......vviiiiciiiieciiie e 29

INSTAll COPITICAtES ..ottt ettt st et b e 29

Verification of Data In-Transit ENCryption........cccoccieeiiiiiii e 32

Important Notes Regarding Select VErsSioNs ........ooccviiiiiie e 33



SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

e Functional improvement patches.
e Implemented use of latest version of Visual Studio (2017/2019)

e SPS.exe command not reading PIN from registry entry and fails to pass to Select ; resolved

e During installation, entering the PIN or agreeing to enter the PIN is no longer required to
complete installation or launch Select Client unless using Select Authentication

e Failed to create order error thrown in load test environment when creating an order with a
template containing a custom field where the condition evaluates to False ; resolved

e Memory consumption optimization on client and server by ensuring a newer version of the
order model is not created with future Select upgrades unless the model is updated

e Unhandled exception error encountered ; resolved
e Select updated to utilize the latest version of Visual Studio 2017/2019
e Select install removes 360 connection settings ; resolved

e Upgraded the Microsoft .NET Framework used within the Select application to version 4.8 to
support TLS 1.2 compliance

e Upgraded the Microsoft .NET Framework included in the Select installation package to version
4.8 to support TLS 1.2 compliance

e Upgraded the Microsoft .NET Framework packaged in the Select SDK to version 4.8 to support
TLS 1.2 compliance

e Additional logging added to determine root cause and resolution of IRootEntity

e |nstallation of release v4.3.44 failed if the same version already existed on the database server
; resolved

e Removed unnecessary duplicate error logging when a user attempts to open an order without
the applicable access permission

e Memory leak when in the Guaranty fee section of an order ; resolved
e Improved system cleanup of CefSharp components when the application closes

e Configurable expiration time added on user tokens such that the token must be renewed at
expiration limiting the possibility of users remaining active indefinitely within a Select session
even if their account has been deactivated

e Crystal Reports Runtime v13.0.28 and MSOLEDBSQL provider included in installation to enable
support of TLS 1.2

e Select server process remains in stopping state while automation is running ; resolved




SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

e Removed forcing the SQL Trustworthy Flag setting to “On” during Select install. The value of the
SQL Trustworthy Flag is not altered by Select and Select will run properly regardless of setting

e Chromium Web Browser crash at Select startup ; resolved

e Semantic version number added to the software version number on the SoftPro Select Options >
About Select screen (e.g., Version 4.3.60210.48 to 4.3.60210.48 (4.3.15.1)). Updated copyright
year 2012 to 2021

e PDB files now included with the Select installation to improve the ability to troubleshoot
application errors

e Enabled Large Address Awareness executable flag. This flag tells Windows that the program can
handle more than 2GBs of memory

e Crystal Reports engine spscrhost process memory growing during load test ; resolved

Crystal Reports Runtime has been reverted to version 11.5 (same as Select versions prior to
4.3.47). If Crystal Reports Runtime version 13 or above is installed, it must be uninstalled prior
to installing or upgrading to Select version 4.3.49.

e Index changes required to reduce SQL errors/deadlocks ; resolved

Non-clustered index added on pfm.Entity table to reduce error and deadlock conditions in
certain scenarios.

e Reference for installer project using bin folder instead of Nuget ; resolved

e Additional logging added to determine root cause and resolution of Operation Invalid error.

o New configuration setting added in SPSCRHost.exe.config to terminate the Crystal Reports
Runtime (SPSCRHost.exe) based on user-specified interval.

The SPSCRHost.exe.config file contains two properties:

e autoShutdownEnabled
= The default value of this property is True; a value other than True is
considered False.
= When True, the spscrhost process stops at an interval defined by
autoShutdownlLifetime.
= When the interval defined by autoShutdownLifetime has been reached, the
process waits for no user activity and shuts down.

o autoShutdownlLifetime — the default value is 60 minutes with a maximum value of
10080 minutes (7 days).

e Memory held and not properly released introduced in 4.3.42 involving changes for Rule
Instance/Rule Data ; resolved

e Issue in Select that became visible after MS Patches KB5009557 and KB5009546 were released
; resolved

e Potential thread locking related to the Crystal Reports host process ; resolved

e Mid-tier Select service ending unexpectedly when the Crystal Reports hose is not available
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SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

; resolved

Memory issue introduced in 4.3.42 involving changes for Rule Instance/Rule Data ;
resolved

Upgrade installation not recognizing a newer document or report bundle; resolved

Issue in Select that became visible after MS Patches KB5009557 and KB5009546 were released;
resolved

Select installer now allows for multiple database installations/upgrades to run in parallel. This
change affects customers that have stacked sites on a Select mid-tier server.

FNF client-side performance counters not reporting to Applnsights ; resolved
Security vulnerabilities resolved.

NOTE: While fixing a security vulnerability, a bug was introduced that does not allow the
importing of data from an Excel file in the “.xlIsx” format. This issue exists in any area of
the Select code where an Excel file can be imported.

The ability to import exists but the file must be converted to an “.xls” format prior to

importing.
System account not releasing lock on order in escrow lock scenario ; resolved.
Two SQL Server Security settings with the same name ; resolved.

Renamed “Use Secure Connection” to “Use Secure DB Connection” to avoid confusion.

Issue with potential thread locking related to the Crystal Reports host process ; resolved.

Mid-tier Select service ending unexpectedly when the Crystal Reports host is not available
; resolved.

With this release of Select, if any of the following tools are used, please contact SoftPro Support

for an updated version of the tool.

o CrossTiersOrder o Ledger Tool

o Custom Screen Builder o Order Extraction Tool
o Screen Extraction Tool o Order Restorer Tool
o Order Tool

SDK\API\Database Changes

sDK

API

Installing the Select SDK will fail with some versions of Visual Studio 2019.

It has been determined that Visual Studio 2019 v16.11.10 or later, must be used for the SDK
installation to succeed. This is specific to Visual Studio 2019 and does not apply to Visual Studio
2017 and earlier.

IOrderSearchFields
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O

+ bool? IsSubEscrow { get; }

OrderSearchFields

O

+ const string IsSubEscrow

PercentBasisType

o + LoanCoverage
o + OwnersCoverage
e |Orderinfo
o + bool IsSubEscrow { get; }
e Orderinfo
o+ bool IsSubEscrow
Order Model AP|

CDFDetailCharge

O

+ PayoffAmountTotal as Decimal

CDFSummaryCharge

O

+ PayoffAmountTotal as Decimal

CSSCharge

O

+ PayoffAmountTotal as Decimal

BuyerSellerHUDCharge

O

+ PayoffAmountTotal as Decimal

CreditDebitHUDCharge

O

+ PayoffAmountTotal as Decimal

+ BalanceDueSection

O

+ GetNewCharge() As SubEscrowCharge

+ DisbursementSection

O

+ GetNewCharge() As SubEscrowCharge

+ PayoffsSection

O

O O O O O

O

+ CDFPayoffCharges As Set(Of CDFCharge)
+ CSSPayoffCharges As Set(Of CSSCharge)

+ HUDPayoffCharges As Set(Of HUDCharge)
+ IsEmpty As Boolean

+ Total As Decimal

+ Type As SubEscrowSectionType

+ GetNewCharge() As SubEscrowCharge

+ TotalConsiderationSection

O

Database
pf.Orderinfo

+GetNewCharge() As SubEscrowCharge

o+ IsSubEscrow bit
pf.SearchOrder
o + IsSubEscrow bit
o +IX_SearchOrder_IsSubEscrow nonclustered index

pt.OrderDetail

O

+ IsSubEscrow BIT

pt.RevenueDetail

O
O

+ SubEscrowSection INT
+ SubEscrowLine INT




SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

pt.TransactionSplit

o +SendToSubEscrow DECIMAL(14,2)
pt.CanApproveDraw - procedure altered
pf.SearchOrderlinsert - procedure altered
pf.OrderInfoViewInsteadOflnsert - trigger altered
pf.OrderinfoViewlnsteadOfUpdate - trigger altered
RevenueDetailViewInsteadOfinsert - trigger altered
pf.OrderInfoView - view altered
pt.RevenueDetailView - view altered
Stored procedure dbo.SearchOrders removed.
New index, IX_Cl_OrderHistory_RootIDVersionBaseVersion created on pf.OrderHistory.

SettlementAgent, TitleCompany, and EscrowCompany columns were added to the following
entities
o pf.Ledger table
o pf.Orderinfo table
o pf.OrderIinfoView
o pf.TaskinfoView
o pt.LedgerView
Changed select statement from top 100 percent to top 1000
o pf.Myordertaskview

Snap Section

SoftPro.OrderTracking.SnapSections.Dialogs.SubEscrowPayoffSectionSelectDialog
o SubEscrowPayoffSectionSelectDialog() - CDF payoffs text changed.

SoftPro.OrderTracking.SnapSections.SubEscrow.SubEscrowStatementSnapSection
o Grid_RowsRemove() - event was added to remove an overlapping <Add Row> rectangle
after row deletion.

SoftPro.OrderTracking.SnapSections.AdditionalTitleChargesSnapSection
o BindTitleChargesGrid() - title grid binding was modified to display Subescrow and CSS
line numbers.

SoftPro.OrderTracking.SnapSections.EndorsementGridSnapSection
o BindEndorsementList() - endorsement grid binding was modified to display of
Subescrow and CSS line numbers.

Third-Party Tools

Upgraded CefSharp library from version 71.0.2 to version 89.0.170
Newtonsoft.Json.dll upgraded from version 9.0.1.19813 to version 13.0.1.

IMPORTANT: Upgrading these libraries has a potential impact to any third-party integrations
referencing this common library.

GDPicture
o Upgraded GDPicture.net dll from version 11 to version 14.

SharpZipLib has been removed
e |ICSharpCode.SharpZipLib.dll version 0.86.0 removed




SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

e The Excel library that was originally part of this tool is now retrieved from NuGet to
always pull the latest.

o Null reference error when searching a sorted, multi-select lookup table ; resolved

e Custom field drop down does not show up to 100 characters when selected ; resolved

A tool tip appears when the mouse is hovered over the item showing the entire text.

e Aformula removed from a field erroneously re-populates after the order is saved ;
resolved

e Custom fields not visible on an object immediately after the object is added and causing slow
order saves ; resolved

e Ability to clear formatted text (copied into Select from email, word, PDF, etc.) to remove special
formatting without having to use Notepad

Order Contacts

e Fax number not pulling into Settlement Agent Contact from SPAdmin when the Escrow
Officer/Closer selected ; resolved

e License number not pulling into Settlement Agent Contact from SPAdmin when the Escrow
Officer/Closer selected ; resolved

e “Unable to save changes” error occurs when attempting to save back-to-back changes to lookup

table ; resolved
Property
e Incorrect spelling of Philippines in the Country drop-down list ; resolved

Seller Proceeds & 1099-S

e Divert Seller Proceeds entry in a template does not populate when applied to a CSS order

; resolved
Endorsements
e Custom fields not visible when an endorsement added ; resolved

¢ Inlimited instances, opening the Endorsement screen while using proxy custom fields returned
a ‘Failed to load screen’ error ; resolved

e Custom fields causing slow order saves and not visible on an object immediately after adding
the object ; resolved
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Notes

e Intermittent “QueryStatus call for command failed” error message due to corrupted note
; resolved

Exceptions & Requirements
e Overlay Order is not numbering Exceptions when Classic order is overlayed, even when title

numbering scheme applied ; resolved
CSS
¢ Infinite loop occurs when statement charges require rounding in the CSS ; resolved
Added additional internal counter to record events that reach a predefined threshold to
effectively troubleshoot future infinite loops.
Sub-Escrow
e Released milestone 1 of new Sub-Escrow feature. This milestone includes:
o New Sub-Escrow check box on the Express Order Entry screen.
o Creation of the Sub-Escrow screen.
o User permissions for Sub-Escrow check box and Sub-Escrow screen.
o Ability to add new receipts and charges on the Sub-Escrow screen.
o Ability to see receipts and charges entered on the Sub-Escrow screen in the Order
Transaction screen and the Register.
e Released milestone 2 of new Sub-Escrow feature. This milestone includes:
o Ability to send charges to the Sub-Escrow screen from the,
= Additional Title Charges screen
= Title Insurance Premiums screen
= Endorsements screen
e Released milestone 3 of new Sub-Escrow feature. This milestone includes the ability to:

o Create a receipt in the Register and send it to the Receipts/Total Consideration section
of the Sub-Escrow screen.

o Copy the Sub-Escrow data when using the Apply Template feature.
o Create the following documents:

= Billing Statement and Sub-Escrow Instructions

= Sub-Escrow Instructions

= Sub-Escrow Settlement Statement

Sub-Escrow Functionality

Sub-escrow orders are transactions needed to ensure a clear title. Because these order types only deal
with title-related fees, certain rules are required, and the order must be designated as a sub-escrow
order. To alleviate the need for formulas and templates, a new Sub-Escrow screen has been added.

This functionality is available for CDF, HUD-1 and CSS order types.

11
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u | Sub-Escrow
%

Title Charges
Line Code MName
v oo T Terri
02 T Terri
ki Terti

ra ta add arows

Recording Fees & Transfer Taxes

Line Cade MName
L

<Click here to add

Additional Charges

Line Cade MName
P T Terri

<Click hers ta add -

Payoffs.

Line PayoffLine Cade
[ COF: 1-N.04 P

a2 COF: 1-1.05

03 COF: 1-M.06 P

Description
Loan funding amount
Sub-Escrow Receipt

Description

Title - Lender's Titie Insurance

Title - Owner's Title Insurance

ALTA Endorsement 1-06 (Street Assessments)

Description

Description
SE Charge 1

Name

Patty

Patty

RE

RE

RE

Description
Payoff of First Mortgage Loan
Payoff of Second Mortgage Loan

Bil Code

Bil Code

Bil Code

&il Code

Invoice

Invoice

Invoice

$151.500.00
Anticipated Amount
$150,000.00
$1,500.00

$1.200.00
Amount
$700.00
$400.00
$100.00

$0.00

Amount

$250.00
Amount

$250.00
'$60,000.00
Amount

£50,000.00

$10,000.00

NOTE: Use of the Sub-Escrow screen and accompanying features is available when permission is granted

via SPAdmin.

When the permission is granted, the Express Order Entry screen shows the,

= Sub-Escrow check box

u \

Express Order Entry

Fiush order

Exdude order from [RS submission

Austo-publish to SoftPro Live
Transachon type 7 dal
O Purchase Construction
(@) Refnance

(ot~ Caa

Eouty

:
Other

SaftPro Live template:

Crder type:
Product type:

Polcy type:

e The Sub-Escrow section is active allowing access to the Sub-Escrow screen.

12




SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

General v \J' Sub-Escrow
Loan
Receipts/Total Consideration
- Line Code Mame Description
Escrow/Closing ] Larry Loan funding amount
Lary Sub-Escrow Receipt
(SUb'EBLTUW <Click here ta add araw>
Sub-Escrow
k Line Code Hame Description RE
P01 T Terri Title - Lender's Trtle Insurance
02 T Terri Title - Owner's Tite Insurance
03 T Terri ALTA End: it 1-06 (Street

Recording Fees & Transfer Taxes

Line Code Mame Description RE
r u
Additional Charges
Line Code Mame Description RE
L T Terri SE Charge 1
Fayolfs
Line PayoffLine Cade Name Description
L5 ) COF: 1-N.04 P Patty Payoff of First Mortgage Loan
az COF: 1-M.05 Payoff of Second Mortgage Loan
0z CDF: 1-N.05 P Patty

Order Type

Designating an order as a Sub-Escrow Title only transaction, changes the behavior of the program to
accommodate the need to only deal with title only charges.

The sales price and/or loan amount can be entered but is not sent to the CDF, HUD-1, or CSS line
when Title only.

The ability to send charges to the Sub-Escrow screen from existing Select screens (e.g.,
Additional Title Charges, Title Insurance Premiums, etc.) including the Register.

NOTE: Selecting an Order Type other than Title only prevents the ability to send charges to the
Sub-Escrow screen.

Sub-escrow charges (including payoffs and transfer taxes) can be entered on the Sub-Escrow
screen with any order type when the Sub-Escrow check box is checked on the Express Order
Entry screen.

A Sub-escrow Settlement Statement can be generated versus a CDF, HUD-1, or CSS.

Receipts and disbursements generated from the CDF, HUD or CSS are suppressed on the Order
Transactions screen.

Sub-Escrow Screen

When the Sub-Escrow option is checked, the Sub-Escrow screen is accessible in the Sub-Escrow section.

The Sub-Escrow screen is only active when permission is granted, and the order is identified as a Sub-
Escrow on the Express Order Entry screen.

Each sub-escrow section provides the user the ability to manually enter values, insert values via a
formula or use a calculation window to establish a value (the Receipts/Total Consideration section does

13
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not allow the use of the calculation window).
The Sub-Escrow screen provides a grid format with the ability to,

= Add arow using the <Click here to add a row> link

= Delete a row —right click on the entry to be removed and select Delete Charge Line from the

menu

NOTE: An entry cannot be removed if it originated on another screen (i.e., endorsement fee sent

from the Endorsements screen)

=  Move an entry up/down in the same section - right click on the entry to be moved and select

Move Up or Move Down from the menu.

NOTE: This is not available in the Payoff section.

Title/Escrow Charges

Description Re
1 |ALTA 8.1-06 - Environmental Protection Lien (CLTA ...
02 . Closing Protection Letter Fee

05 |Escrow Fee
Move Up

h to add arow>

(1
m

03 |Loan Policy Premium m
> | Owner's Policy Premium k

== | Delete Charge Line

R -I i- &, | v  Move Down

The title bar of each section (i.e., Receipts/Total Consideration, Title Charges, etc.) shows a subtotal for

that section based on the entries within the grid below it.

U ¥ Sub-Escrow
Description RE
3 Loan funding amount
Sub-Escrow Receipt
Description RE il Code
» Title - Lender's Title Insurance
Title - Owner's Title Insurance
ALTA Endorsement 1-06 (Street Assessments)
Line Cade Hame Desaiption RE Eil Code
Pu
Click here ta add
Additional Charges
Line Cade Hame Desaiption RE Eil Code
bou T Terri SE Charge 1
Payoffs
Line PayoffLine Code Name Desaiption RE
Pon COF: 1-N.0% P Patty Payoff of First Mortgage Loan
02 COF: 1-1.05 Payoff of Second Mortgage Laan
[i£] OF: 1-N.06 P Patty

&l Cade

Invaice:

Inveice

Invaice:

$151.500.00
‘Anticipated Amount
$150,000.00
$1,500.00

$1.200.00
Amount
$700.00
$900.00

!

$100.00

|

£0.00

Amount

.

£250.00
Amount

§250.00

$60.000.00

Amount

ﬂ

$50,000.00

$10,000.00

Receipts/Total Consideration

- Only positive values can be entered.

14
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- The calculation window is not used in this section.

- The Receipts/Total Consideration is considered an anticipated amount and is labeled
accordingly.

The Title Charges, Recording Fees & Transfer Taxes and Additional Title Charges sections allow,
- Negative and positive values to be entered.
- The use of the calculation window in these sections.

o The calculation window is accessed by clicking the Line number link and does not
include the Details, Payor and Payees tabs.

o The calculated amount can be overwritten manually.
o The calculation can be re-enabled by clearing the manual entry with the F2 key.

o The calculation defaults to % of Other in the drop-down. Additional fields supported
are,

= Loan amount

= Sales price

= Loan Coverage amount

= Owner’s Coverage Amount
= Loan Premium

= Owner’s Premium

= Other

Charges for Line SE-TITL.04

Amount - $90.000.00
CEC.CCCC % of |3ales Price V) £120,000.00| [7] Round to nearest whole dallar
Adjustment +/-: For:

(: Held | Sepamta

Close

- Line entries can be set as Held or Separate.

Payoffs

- Thelines in this section are linked to the Payoff detail in the Settlement Statement.

- An additional Line field identifies which CDF/HUD/CSS line the payoff is associated with.

$60.000.00
PayoffLine Mame Description RE Amount
CDF: 1-N.04 Patty Payoff of First Mortgage Loan $50,000.00
CDF: 1-N.05 Payoff of Second Mortgage Loan
L] CDF: 1-N.06 Patty $10,000.00

- When a new line is added to the Sub-Escrow screen > Payoff grid, a CDF/HUD/CSS line must be

15
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associated with the payoff.

The Payoff calculation window utilizes the existing functionality from the Settlement Statement

(HUD, CDF, CSS).

Line Payoff Line Code MName
o CDF: 1-N.04 P Patty
0z COF: 1-M.05

P Patty

Description
Payoff of First Mortgage Loan
Payoff of Second Mortgage Loan

$60.000.00
RE Amount
$50,000.00

$10,000.00

S | Add Payoff

@DF: 1 Mext Available Borrower Debit (Section K)

)

oK

Cancel

The Payoff calculation window opens once the line is associated.

N. Due from Seller at Closing
Charges for Linw 04

Description
b 1 Payoff of First Morigage Loan

Payoff Calculation  Detsils  Payors

() Principal balance:
Intere=t charged:
Intenest rate:

Per diem:
Addtional imersst from: | (None

Addtional irtersst:

Late fee:

Addtionsl payofi charges:

Description

(® Payoff amourt:

Interest to:

% Perdiem based on:

Payolf date basis:
To:

| days per year
Disbursemert |~

To Seller
P 550,000.00
Exra day{s)
Close

- Asettlement statement can have one line with multiple payoff charges; each payoff appears as
a separate line on the Sub-Escrow screen with the same line assigned.
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Fa T Caler'
i - 10000000
Pe;;:- )
Line Payoff Line Code Mame Description
Foyef Couision Cetnly P Paysss 01 CDF; 1-M.04 P Patty Payoff of First Mortgage Loan

() Perepal balaren

Interest chaged

It e e

- When a payoff is changed or removed in Sub-Escrow, the CDF/HUD/CSS automatically reflects

the update.

Send to Sub-Escrow Charges

COF:
CDF:

11085

1N.05

Payoff of Second Mortgage Loan

Fatty

Payoff of Second Mortgage Loan

Fatty

Fees sent to the Sub-Escrow screen can be set up at the template level. This provides a user the ability
to create an order from a template for any order type, have the Sub-Escrow check box on the Express

Order Entry screen checked by default, and have certain fees automatically sent to Sub-Escrow.

Two new fields have been added to support this,

- Sub-Escrow Line designates the section and line number where the charge appears on the Sub-

Escrow screen.

- Contact designates the Payee/Contact Code for the charge.

O

Policy:

Transacton code:

Iszwed date:

Minimum change:
Charge based on:
Muitiphcation %:

Charge:

Fes type:

Adystrents +i1-

Additional Title Charges

Yo

Charge  lssued Date
$250.00

Coverage amount:

Effectve date:

Mandamum charge:
W Amoinit:

Caloulate charge
Seler pay:

Line:

Effective Date Line

Innvoice

per §1000

Title - SE Charge 1

hed (Sl.t--EsanwLm:

D01 W Contact: |T -')

By selecting the Sub-Escrow Line and Contact from their respective drop-downs, the charge is sent to

the Sub-Escrow screen.
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These new fields are available on the following screens.

Additional Title Charges

Title Insurance Premiums

Endorsements

Loan Information & Funding; This screen does not have the new Contact field as it uses the
Loan funding provided by field.

Using the Sub-Escrow Line and Contact fields

A user must have been granted Edit Sub-Escrow screen permission in SPAdmin.
The Sub-Escrow Line field,

o only visible if the Profile preference for the Profile on the order has Sub-Escrow enabled.
o does not automatically populate with a default value when the Sub-Escrow check box on
the Express order Entry screen is checked.
o is only active when the Sub-Escrow checkbox is checked in Express Order Entry screen
and the Order Type is set to Title only, and read-only otherwise.
The Taxable check box is ignored when a sub-escrow line is selected.

Splits cannot be defined for a sub-escrow line.

o The split section becomes read-only when a Sub-Escrow Line is selected.
o If split information is entered and a sub-escrow line selected, the split information is
cleared, and fields become read-only.

Data must be removed from the Sub-Escrow Line (excluding payoffs) if an order is to be changed
from a Sub-Escrow order to a non-Sub-Escrow order. This must be done prior to unchecking the
Sub-Escrow check box on the Express Order Entry screen to avoid a validation error.

Register

To allow funds received to appear on the Sub-Escrow screen, a new entry, Send to Sub-Escrow, has
been added to the Apply Towards grid for the following transaction types:

Incoming Wire

Interest Credit
Miscellaneous Credit
Receipt

Ledger Transfer (in and out)
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This new entry is always visible but is read-only if,

Receipt

General Draws Hestory

Status: Posted Referance number:
Deposit number: Trarsaction date: | 03/04/2022
Medium Armount:
Payor coda: rr
Paryor name
Mamo:
Bdended memo
COF 1 ~ | Loan 1-Lamy Cleared date e
Apply towards: Foply Amount Line Description
Apply to Clasing $0.00
Send to Line 50.00
20 NN
‘ Send to Sub-Escrow 50.00
B
Overage £0.00
Check infomation
From check number
Aceourt number
Bank drawn on
ABA mouting number:

Aullo-print transaction fom

Using the Send to Sub-Escrow field

Only positive values can be entered in this field.

The Profile Preference is not enabled for Sub-Escrow.
The Sub-Escrow check box is not checked on the Express Order Entry screen.
The user does not have Edit Sub-Escrow permissions granted.

The entry is written to the next available blank line in the Receipts grid of the Sub-Escrow
screen when a transaction is posted.

The Receipts grid line becomes read-only. Any needed edits to this entry must be done in the
Register (originating screen) versus on the Sub-Escrow screen > Receipts grid.
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Receipt 7 Y
General Draws History
Status: Fosted w Referance number:
Deposit number: Trensaction date: | 03/04/2022 -
Medium: ~ Amount: 51.500.00
Payor code L w
Payor name Lam
Memo
Edended memo
CODF 1 “| Loan 1-Lamy Cleared date o
Apply towards: Foply Amount Line Descrption
Apply to Closing $0.00
Send to Line 50.00
e saoo
Send to Sub-Escrow $1.500.00 SE-LONS.02 Sub-Escrow Receipt )
LA
Overage %0.00
Check infamation

Q Sub-Escrow

S

Receipts/Total Cs $151.500.00

Line Code Mame Description RE Bill Code Anticipated Amount

» Dl L Larry Loan funding amount $150,000.00

CDZ L Larry Sub-Escrow Receipt $1,500.00
Documents

With the new Sub-Escrow feature, new documents and reports are available.

- Billing Statement and Sub-Escrow Instructions: this is a combined document used to
communicate order details and acts as a memo bill.

- Sub-Escrow Instructions: used to communicate order details.

- Sub-Escrow Settlement Statement: used to communicate funds being delivered (or if there is a
shortage) to the outside escrow company

Work Lists

The Is Sub-Escrow entry has been added in the Field drop-down to allow for the creation of a query to
view Sub-Escrow orders in My Work Items via the Work Lists query editor.

Selecting Field = Is Sub-Escrow and Value = True provides results where the Express Order Entry screen
> Sub-Escrow check box is checked.
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Start Page Mew Work List 1 [Edit]* »

_1 Run j‘ﬁ i Options

-

(3]

Completed Date
Contacts

Contract Date
Disbursement Date
Escrow Assistant
Escrow Completed Date
Escrow Officer

Escrow Status

Exclude from 1099

File Held By

Iz Cash

Is Commercial

Iz Construction

Is Out of County

Is Ryszh

|5 Sub-Escrow )

Is Template
all o-e ben | act Mnadified P

And/Or rFiE|d ) Operator Value
| hd =
A

Granting Permission to Sub-Escrow

Permission is granted for a given profile in SPAdmin
Profiles > Order Tab > Advanced Preferences.

The default setting is unchecked.

When the Show > Sub-Escrow check box is,

=  Checked

Advanced Preferences

Show
Divert fees
CEMA screen
¥| Rent Schedule screen
v| HOA Charges & Prorations screen
Property parcel gid
West coast specfic
(@ su-Escom )
Commitment Schedule D (TLTA)
Recoupment fee
Short proration option for taxes

Default data

v| Copy commiiment countersignature to policy countersignature

Round prior policy age: Down

s

o The Express Order Entry > Sub-Escrow check box is active.

o The sales price and loan amounts are not sent to the settlement statement when the
Express Order Entry > Sub-Escrow check box is checked, and the Order type is Title

only.
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= Unchecked
o The Express Order Entry > Sub-Escrow check box shows as read-only

o The Sub-Escrow screen is not visible

User Permission to Sub-Escrow

The Sub-Escrow permission provisions View and
Edit rights to a user with respect to the Sub-Escrow i ; .
check box and screen. This is set in User > s - = r— o
Permissions > Category = Sub-Escrow. Caveguny.  Frofednter' Escrom Closng \Sub-Eacrom j
NOTE: The Administrators group has edit rights by ;_‘::ﬁm — sl e
default to the Express Order Entry screen > 8 Sa-Escrom Bt Neigwied Gewe BN
Sub-Escrow check box and the Sub-Escrow TR o ”
screen. Narcame: A
TEROr Sub-Facoow ™ fiekd
Fieghis
oK = ]

e When a Sub-Escrow charge has a blank contact or a balance, additional messaging is displayed
citing the line or balance affected.

Example Sub-Escrow messaging:
o Payee contacts are blank and required on line(s): [line cited]
o Payee contacts are blank and required on Sub-Escrow line(s): [line cited}
o Payor contacts are blank and required on Sub-Escrow line(s): [line cited]
o Sub-Escrow has a balance of (Sxx,xxx.xx) Dollars.

e A confirmation message displays when a transaction is deleted, voided or updated in the
Register. The message displayed is: The transaction sent money to Sub-Escrow line. This
information will be removed.

e Additional Title Charges screen and the Endorsements screen do not show the sub-escrow (or
CSS) charge line in the summary grid ; resolved

e In the Payoff grid, Totals section overlaps second <Click here to add a row> entry
resolved

.SubEscrowLine Data Type is integer in a Lookup Table and it should be text ; resolved
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Inability to save a Sub-Escrow order if the Sub-Escrow edit rights are denied and the Sub-Escrow
order is Title Only ; resolved

If an amount is manually entered in a CSS order on SE-CONS.01, and a second loan amount is
entered on the Loan Information and Funding screen, the sum of the manual entry and the
second loan amount is erroneously populated as the second loan amount on the Order
Transactions screen ; resolved

Only items in the Order Transactions and the Register should appear on the Order Balance Sheet
for CSS, HUD-1 and CDF orders ; resolved

Validation error displayed when there is a negative amount in Additional Title Charges or Title
Insurance Premiums screens and endorsements selected in a Sub-Escrow Title only order and
the line is populated through a Lookup Table ; resolved

Suppress loan funding amount validation against the Order Transaction funding amount and
disable corresponding Warning message when not in balance.

“Nullable object must have a value” error appears on save after moving lines up or down in the
Sub-Escrow Receipts and Total Considerations grid ; resolved

Send the Final owner's premium and Final loan premium to Sub-Escrow screen

When a transaction is posted via API to disburse to revenue ledger, Select does not populate the
debited pt.Transactioin RelatedTranaction column with the credited transaction corresponding
to the revenue ledger transaction and an error message is not displayed ; resolved

Register

Versioning and watermark columns added to Integration default tables to accommodate third-
party integrations

Register delay when posting title fees. Progress bar added to show processing ; resolved

Added the Transaction “Medium” type to the Available Receipts grid on the Group Deposits
screen

Using the Reload Receipts button on the Group Deposits screen causes a modified grouped
receipt to appear twice ; resolved

Construction Draws

Reimbursement draw changes not honoring the new SPAdmin permission for Requires
Secondary Approval ; resolved

Reimbursement error updated to show last person to add, update or delete a reimbursement
cannot approve draw.

Construction Draw reimbursement changes not honoring the new SPAdmin permission setting
of “Requires Secondary Approval” ; resolved

Construction Draw reimbursement error updated to show last person to add, update or delete a
reimbursement cannot approve.
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Documents
e Saving a document with hyperlinks to PDF format modifies the hyperlink ; resolved
e Barcode not rendering properly in HTML documents ; resolved
e Document prompt dialog not wrapping when longer than the dialog box size ; resolved

e Ability added to simultaneously select multiple documents in the Document Selection screen
using the Add > Existing Attachment feature.

Attachments
e Moving a document from one Attachment subfolder to another causes an error ; resolved

Order History

e New Index for Order History Table to resolve order write regression.

e Search function not retrieving a newly created order intermittently ; resolved

e Functionality added to render SSRS reporting on the client server to improve scalability and
agility within Select. No change to user experience when inputting report parameters or report
output

e Added "Settlement Type” as a searchable field in Order Work Lists
NOTE: For orders created prior to upgrading to version 4.3.49, the order must be edited and
saved before the new searchable field is available.

e Blank/empty values were not returned when searching for Contacts in Order Work Lists ;
resolved

e Date field variables added to Process Instances Work Lists to account for these dynamic dates:
@PreviousWeekStart, @PreviousEndOfWeek, @CurrentWeekStart and @CurrentEndOfWeek

e When creating a Work List, an error occurs when using any field that has a drop-down ;
resolved

e Work List columns auto-resize to accommodate contents.
e Work Lists are grouped by their Source in the Work List tree display.

e The Title Company, Escrow Company, and Settlement Agent contacts added as defaulted to
show in the Work List Results and as a sortable column in the Results window.
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e My Tasks list can now be sorted by Due Date.

e Incorrect transaction data provided on second negative post in an order ; resolved

Issue occurred when a second negative charge added to the same line as the first negative
charge and an additional positive charge appears on a separate line. ProTrust did not generate
the expected Extended memo description for any negative charge when posted.

e New setting, ChangeTrustAccountOnLedgers, added to SPSSVC.EXE.CONFIG to enable changing
the SQL CMD Timeout when changing large trust account ledgers. Default set to 30 seconds

e Errors caused due to import of IBA interest credit ; resolved

e A user with proper permission is now able to enter and post one or more IBA interest amounts
in the IBA Interest Credits screen even when the ledger associated with the order is locked

e The new default sort order on the IBA Interest Credits screen is by Account Number, sorted
lowest to highest. Once interest is added and posted to an order, the processed order is
removed from the list and the refresh sorts the remaining orders as noted above

e If the IBA Interest Credits and the Import IBA Interest screens are open when a user changes
their profile, both tabs close when a user clicks “Yes” on confirmation window

e Update for tax year 2020 without running SQL script
e Select Installer package updated for tax year 2021 to avoid having to run SQL script

e Updated IRS submission file format to include changes for the 2021 tax year for new installs and
updates.

e Some barcode separator sheets skipped during import ; resolved

BestQuality option in GDPicture enabled in file import process to alleviate skipped separator
sheets.

e Order numbers with various lengths not importing when scanned ; resolved.
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e A “could not execute query” error displays when performing a search in a new Lookup Table.

e When changing Profile properties with a new Lookup Table assignment, the users see the
original Lookup Table not the new. A trigger was added to update the lookup table assignment
within 15 minutes of the change being made ; resolved

e A new preference added under the SPAdmin>Security>Profiles>Accounting tab>Construction
Draws, labeled ‘Require Secondary User Approval’. This new preference defaults to checked. If
unchecked, the last person who edited the draw can also approve the draw, provided they have
draw approval permission

e User permissions denied in a group profile for the Attachments folder not overriding
permissions granted for the same user set in another group profile ; resolved

e The Restricted Attachments Folder permission, when not explicitly granted, prevents a user
from assigning or removing users and groups to any folder ; resolved

SQL Server: Encrypting Data-In-Transit

In Select versions 4.3.46 (4.3.60210.130) and 4.6.14 (4.6.14-ivy20220113r1), two new server pool
settings were added to enable encryption of data-in-transit between the Select mid-tier server
and the SQL server. These two new settings are in the SelectConfigDb.dbo.Setting table.

To access these new settings, open SoftPro Select Services and open the Properties dialog of a
given mid-tier server instance. The settings will be visible and editable under a new category,
"SQL Server Security":

Trust SQL Server Certificate (default value=True)
Use Secure DB Connection (default value=False)

26



SOFTPRO SELECT 4.3.57 - RELEASE NOTES 07/27/2022

General

Incoming Mail Server A
Incoming Mail Server Type  IMAP
Incoming Mail Use Secure True

Password
Smtp Port Mumber 465
SMTP Server smtp.gmail .com
Iz Secure Connection True
w Reporting
Database SelectDb

SAL Server Security
Trust Server Certificate True
|Ise Secure DB Connection False

= 5“393
Database
Account

QK Cancel Apply

NOTE: These settings are used when building the connection string that establishes the connection
between the Select mid-tier and SQL servers. If the SQL Server Configuration Manager > Force
Protocol Encryption is set to Yes, the settings are ignored and all traffic with the SQL Server is

encrypted.
Use Secure DB | Trust Server
. g Result

Connection Certificate
Select Server starts successfully. No encryption occurs on data in-
transit.

False True or False | When Use Secure Connection is False, the connection will be
unsecure, and the Trust Server Certificate value is ignored. The
exception to this is described in NOTES above when Force
Protocol Encryption is set on the SQL server.

Server starts successfully. Data in-transit encryption occurs.

True True Encryption occurs when both Use Secure Connection and Trust
Server Certificate are enabled because we are trusting the server
certificate which is created by SQL Server at startup.

False . .
N The Select server will not start and the below message will appear

True .(NO certificate | ;1 the Event Viewer:

installed on
SQL Server)
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Use Secure DB | Trust Server
. g Result
Connection Certificate
SoftPro Select Server failed to start! Error: A connection was
successfully established with the server, but then an error
occurred during the login process. (provider: SSL Provider, error:
0 - The certificate chain was issued by an authority that is not
trusted.)
False
True (Certificate Select server starts successfully. Data in-transit encryption
installed on occurs.
SQL Server)

True/True scenario - If a certificate is installed, it is used. If not, the default SQL certificate is used. This
certificate is internal and not in the certificate store. This is not considered very secure.

True/False scenario - A certificate must be installed in the certificate store. It can be either a self-signed
certificate or a certificate issued by a certificate authority.

NOTE: If using a Secure DB Connection, there is one other config file that must be changed manually in
order to have ALL Select traffic encrypted.

In file spscfgsvc.exe.config add Encrypt=True to the XML node connectionString.
<!-- SoftPro Select Configuration -->
<softpro.select.config>

<connectionString value="Data Source=AP-QI0CJBG7ETOS;Initial
Catalog=SelectConfigDb;Integrated Security=True Encrypt=True "/>

<baseAddress value="net.tcp://AP-QIOCIBG7ET0S:9292" />
</softpro.select.config>

Encryption and Certificates

If Use Secure Connection setting is set to True in the server settings, certificates are required. There are
three options for SQL Server Certificates:

» Use the built-in SQL Server certificate
» This applies to the True/True combination option in the table above.

> Self-signed certificate
» This applies to the True/False combination option in the table above.
» This is not as secure as using a CA Certificate (see the section below Creating Self-Signed
Server Certificates for more information).
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» Additional details can be found at Microsoft

(https://learn.microsoft.com/en-us/azure/active-directory/develop/howto-create-self-

signed-certificate)

» Certificate issued by a Certificate Authority (CA)

» This applies to the True/False combination in the table above.
» This is the most secure option for encrypting data in-transit.
»  Customers are responsible for obtaining and managing the certificates on their servers.

» Additional details can be found at Microsoft

(https://learn.microsoft.com/en-us/azure/active-directory/develop/howto-create-self-

signed-certificate)

Certificate Configuration Requirements

The following information assumes two certificates with the following names and descriptions:

» SPS SQL Server Encryption Certificate - the TLS certificate bound to the SQL Server instance

to support encryption.

> SPS Root CA Certificate - the Root certificate used to sign the TLS certificate to the chain.

Note: In a typical production scenario, two certificates are created because the TLS certificate that
contains the private key used for cryptography is not distributed to each client. The client (in our
case, the mid-tier server machine) is only required to possess the Root certificate used to sign the
server TLS certificate. If the Select Server (mid-tier) and SQL Server are installed on the same VM,

two certificates are not needed.

Install Certificates

1. Install your certificates as directed by the certificate authority or instructions of your self-signed

certificate.

2. Open the SQL Server Configuration Manager; note the user account that runs the SQL Server

Services.

& Sql Server Configuration Manager

File Action View Help

e | A EZH ®OD®®

‘g S0OL Server Configuration Manager (Local) Name
g SQL Server Senvices #950L Full-text Filter Dagmon ...
ﬂ SQL Server Network Configuration (32bit) | Server (MSSC)L SERVER)
@ SOL Mative Client 11.0 Cenfiguration (32bit) SOL Server Analysis Services
_E S0L Server Network Configuration ﬁ LS e v
ENVEr Browser

@ 501 Native Client 11.0 Configuration
&) SQL Server Agent (MSSQLSE...

State Start Mode

Running Manual

Running Automatic

Running Automatic
Stopped Other (Boot, Syste...
Stopped Manual

NT AUTHORITY\LOCALSERVICE
NT Service\SOLSERVERAGENT

3. Open the Local Machine’s Personal certificate store (certmgr.msc), right-click the SPS SQL Server

Encryption certificate.

4. Select All Tasks > Manage Private Keys option; this opens a dialog that shows users/groups who

have access to the private key of the certificate.

29




SOFTPRO SELECT 4.3.57 - RELEASE NOTES

07/27/2022

File Action

o Hm §EBIXE R

View Help

’E certlm - [Certificates - Local Computer\Personal\Certificates]

G Certificates - Local Computer
~ || Personal
| Certificates
~ || Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Test Roots
| CanaryCertStore
| &SIM Certification Authorities
| Homegroup Machine Certificates
1 InjectorCertStore
| Local NonRemovable Certificates

lssued To
?ﬂAzureSarviceFabnc—Anonymou‘..
?ﬂ\u(alhun

?ﬂ\ocalhon

?ﬂ\ocalhost

;] SFAppDataEnciphermentCert
Z21SPRO-L300659.50ftpro.corp

Z215PS Root CA

Friendly Name

<Mone>
DocumentDbEmulatorCertificate
CosmosEmulatorSecrets

IS Express Development Certificate

<Mone>

<None>

5PS Root CA Certificate

r Encryption Certificate

Issued By

AzureServiceFabric-AnonymousC...

localhost
localhost
localhost
SFAppDataEnciphermentCert
SoftPro Enterprise Certificate Aut.
5 Open
Al Tasks »
Cut

Copy
Delete

Properties

Help

Expiration Date  Intended Purposes 9
2/9/2030 <All>

2/16/2025 <All>

2/1072025 <All=

1/30/2025 Server Authenticati..
5/25/2019 Document Encrypti...

Client Authenticati

3/29/2120
Open

<All>

Request Certificate with New Key...
Renew Certificate with Mew Key...

Manage Private Keys...
Advanced Operations >

Export...

5. Choose the location from which to pick the SQL Server’s user account listed in step 2 above, this is
usually a local machine account. Choose the entry that corresponds to your local machine.

6.

TTTETTL

rwtici
cate

Select this object type:

JETVET AULT

*

|User5. Groups, or Builtin security principals

| Object Types...

From this location:

|saﬁpro.corp

| Locations...

Document Encry)

ETTT

Iticy

ntic

Locations

Location:

Select the location you want to search.

o] 5PRO-L300659)
Entire Directory
25 softpro.com
% DSI-PHOENIX.COM

securty .com

Cancel

Locate and select the SQL Server service account
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UEVETUDTTITENTT - i - - - - - SETVET AULTTETTICOLT...
Permissions for 5P5 SOL Server Encryption Certificate p x L Document Encrypti..
[ Sele % iticati...
erver En crypti4 aticati..
CA Certificate Select this object type:
|Users. Groups, or Buittin security principals | Object Types...
[sPRO-L300659 | Locations..
Enterthe object names to select (examplas):
NT Service \MS5QL5erver Check Names
¥ !
Multiple Mames Found x
Mare than one object matched the name "NT Service \MSS0OLServer”. Select
one or more names from this list, or, reenter the name.
Matching names:
Tame Logon Name ... E-Mail Address  Description Company
Y
ErV ervice
< >
Canel
From the Permissions wmdow, Permissions for SPS SOL Server Encryption Certificate p.. >
7. Uncheck Allow Full control Securty
8. Check the Allow Read (Group or user names:
. X SR SYSTEM
9. Click OK/Apply and close the dialog $2 Administrators (SPRO-L300659\Administrators)
B8 MSSQLSERVER
Add... Remaove
Permissions for MSSQLSERVER _ Allow Deny
Full control [l
Read [l
Special permissions T
For special permissions or advanced settings, Advanced
click Advanced.
Carcd | | osl

10. Open the SQL Server Configuration Manager and navigate to SQL Server Network Configuration

11. Open the properties dialog Protocols for MSSQLSERVER
12. From the drop-down, select the SPS SQL Server Encryption Certificate
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13. Click the Apply button

@R 5ql Server Configuration Manager
File Action View Help
Aol ARSIIENCREY
‘@ SCL Server Configuration Manager (Local) Protocal Mame Status
H SQL Server Services ] ) ] %~ Shared Memory  Enabled
ﬂ S0L Server Network Configuration (32bit) Named Pipes Disabled
.. S0L Mative Client 11.0 Configuration (32bit) S e i
M Protocols for MSSOLSERVER Properties ? x
Flagsdvanced
Certificate: ‘ LI |
Encryption Certificate
A message displays confirming the ><

changes made are saved and will not take
effect until the service is stopped and

restarted. Click OK to continue 4 1 Any changes made will be saved; however, they will not take

effect until the service is stopped and restarted.

oK

14. Restart the SQL Server Services on the machine.

5ql Server Configuration Manager
File Action View Help

Al ARIENEN 7 ERCROROR )

@ 50L Server Configuration Manager (Local) MName State
£l SQL Server Services F35S0L Full-text Filter Daemon Launcher (MSS... Running
_E_ 5QL Server Metwork Configuration (32bit) SOL Server (MSSOLSERVER) o -

QL Server (] OLSERVER)

50L Mative Client 11.0 Configuration (32bit)
- SOL S Analysis Servi MS
w _E_ SQL Server Metwork Configuration @ QL Server Analysis Services (

Start

Sto|
El- Protocols for MSSQLSERVER 350L Server Browser ?
5L Native Client 11.0 Configuration TS0L Server Agent (MSSOLSERVEF  Pause
Resume
Restart

Verification of Data In-Transit Encryption

To verify the encryption,

1. Open SQL Server Management Studio
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2. From the Options > Connection Properties tab, check the Encrypt connection option
3. Connect to SQL Server and run the query:
SELECT encrypt_option FROM sys.dm_exec_connections WHERE session_id = @ @SPID
NOTE: To view the encryption option for all connections, run the query:
SELECT session_id, encrypt_option FROM sys.dm_exec_connections
The query shows encryption on the specified session.

4. Verify the result = TRUE

L4 check encryption.sql - SPRO-L300659.softpro.corp.master (SOFTPRO\ytawde (67)) - Microsoft SOL Server Management Studio Quick Launch (Ctrl Q) P B x
File Edit View OQuery Project Tools Window Help

[~ -2 [ BNewoey BE @RS B D9 -
“F | [ master - | b Eecte o E2E[H] R | 25
Object Explorer ryption.s.
Connect= ¥ "§ = Y & o+ FELECT encrypt_option FROM sys.dm_exec_connections WHERE session_id = @@SPID
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Security
Server Objects
Replication
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Always On High Availability
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> | @ Query executed successully. & SPRO-L300659.softpro.corp (... | SOFTPRO\ytawde (67) | master 0D:00:00 | 1 rows

Important Notes Regarding Select Versions

> SoftPro Select v4.3.45 and 4.6.13 include an upgrade to Microsoft .NET Framework 4.8 which is
require for encryption of TLS 1.2 traffic.

» SoftPro Select v4.3.46 and 4.6.14 include the addition of the two new setting (Trust SQL Server
Certificate and Use Secure Connection), allowing for the encryption of TLS 1.2 traffic between
the Select Server and the SQL Server.

> SoftPro Select versions 4.3.47 and 4.6.15 include an upgrade to Crystal Reports Runtime version
13.0.28. They also include Microsoft OLE DB provider for SQL Server. The combination of these
products allows for all Select TLS 1.2 traffic to be encrypted.

» Please contact SoftPro Support for a new TLS 1.2 version if you run any of the following tools:

o CrossTiersOrder o Ledger Tool

o Custom Screen Builder o Order Extraction Tool
o Screen Extraction Tool o Order Restorer Tool
o Order Tool

IMPORTANT: TLS 1.0 and TLS 1.1 can be disabled on the SQL Server and Select Server with this
update if there is no other (non-Select) traffic requiring it.
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